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1 Policy Section

1.1 Statement of Intent – Aim and Rationale

The aim of this document is to outline the policy of Dorset Police on Risk Management and how it
will effectively manage potential opportunities and threats to the Dorset Police and help in the
achievement of its objectives.

Risk Management is the application of a planned and systematic approach for the purpose of
identifying and quantifying risks and opportunities to the organisation, determining their relative
importance and considering options for controlling and reducing such risks, or maximising
opportunity.

A risk is a quantifiable exposure to any event or incident, which may cause loss or damage and
thereby threatens the Police & Crime Commissioner’s and/or Force’s assets, interrupts activity
and diverts resources away from Dorset Police’s core policing objectives and the delivery of the
Police and Crime Plan.  The cost of risk is not just financial but also includes reputation, staff
morale, inconvenience, lost resources, diverted or depleted manpower, adverse media coverage
as well as missed opportunity and sickness.

1.2 Visions and Values

Dorset Police is committed to the principles of “One Team, One Vision” – A Safer Dorset for You”

Our strategic priority is to achieve two clear objectives:

· To Make Dorset Safer
· To Make Dorset Feel Safer

In doing this we will act in accordance with the national Code Of Ethics for the policing profession
and with the Dorset Police core values  of:

· Integrity
· Professionalism
· Fairness and
· Respect

1.3 Securing Trust and Confidence

The Risk Management strategy as set out in this document helps to achieve the strategic priority
to “Make Dorset Feel Safer” by  securing the trust and confidence of the public.   Risk
Management is an assurance function that supports Dorset Police deliver the Police and Crime
Plan through the identification and control of its risks.

The Code of Ethics adopted by Dorset Police outlines the principles and standards of
professional behaviour for the policing profession in England and Wales. The nine principles set
out in the code are listed as follows:
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1. Accountability –
You are responsible for your decisions, actions and omissions.

2. Fairness
You treat people fairly.

3. Honesty
You are truthful and trustworthy

4. Integrity
You always do the right thing.

5. Leadership
You lead by good example.

6. Objectivity
You make choices on evidence and your best professional judgement.

7. Openess
You are open and transparent in your actions and decisions.

8. Respect
You treat everyone with respect.

9. Selflessness
You act in the public interest.

2 Standards

2.1 Legal Basis

The Accounts and Audit Regulations 2012 place a legal duty on Dorset Police to produce an
Annual Governance Statement, which includes its internal control arrangements. Having a robust
Risk Management Strategy embedded in the organisation is part of that requirement.

Notwithstanding the legal requirements, robust risk management is an intrinsic part of effective
business management, leading to better policing, more informed decision making and improved
organisational efficiency and effectiveness.

Under the Police Reform and Social Responsibility Act the directly elected Police Crime &
Commissioner and the Chief Constable are required to establish an independent audit committee
which in Dorset operates as a joint committee known as the Joint Independent Audit Committee
(JIAC).  This committee provides advice, and assurance on matters relating to the internal control
environment of the Force and the Office of the Police & Crime Commissioner.

During the creation of this document, this business area is subject to an assessment process
entitled “People, Confidence and Equality Impact Assessment (EIA)”. Its aim is to establish the
impact of the business area on all people and to also ensure that it complies with the
requirements imposed by a range of legislation.
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2.2 Any Other Standards

None.

2.3 Monitoring / Feedback

This policy will be monitored by the Strategic Risk Management Board which meets quarterly
prior to each Joint Independent Audit Committee.

A risk based Audit Programme is delivered which provides assurance on the management of
operational and strategic risk to the Force.

The Commissioner and the Chief Constable are accountable for the management of risk in the
Force and have a responsibility to understand the strategic risks faced by Dorset Police. These
risks are managed as part of their governance responsibilities and require assurance that the
decision making process has included risk and opportunity identification and assessment.   The
Risk Management Board provides regular updates to the Commissioner and Chief Constable
through the governance framework outlined in the Single Governance Policy and Procedure.
Audit and risk management processes are ultimately reviewed for effectiveness by the Joint
Independent Audit Committee who provide the public with independent assurance on internal
control processes operated within the Force.

The Annual Governance Statement and associated review of internal control mechanisms,
provide assurance that adequate systems are in place to ensure both financial and other risks
are controlled within the Force. The Commissioner and Joint Independent Audit Committee will
have oversight of the strategic management arrangements and seek assurance that
organisational risks are being effectively managed.

Feedback relating to this policy can be made in writing or by e-mail to

Address:  Head of Governance,  Governance Dept. (Audit, Risk & Insurance)
Dorset Police HQ, Winfrith, Dorset. DT2 8DZ

E-mail: Karen.Brownjohn@dorset.pnn.police.uk

Telephone:   01305 223429
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3 Procedure Section

3.1 Introduction

Effective Risk Management will enable the Commissioner and Dorset Police to:

· Develop its capability to manage business risk

· Ensure that risks are considered robustly within the business planning process or proposal.

· Understand the risks being taken.

· Encourage well managed risk taking where there is good potential to realise sustainable
improvement in the delivery of service and value for money.

· Respond to the legal requirement for a sound system of internal control and risk
management and to recognise any control weaknesses and minimise the opportunity of
Fraud and Corruption.

· Support the development of business continuity plans as a mandatory requirement of the
Civil Contingencies Act.

· To identify both financial and operational consequences of risk.

· Preserve and promote the reputation of the Commissioner and Dorset Police.

· Minimise the risk of injury, damage and loss.

· Maximise the effectiveness of its resources through continuous improvement

· Recognise and realise opportunity

To ensure that potential opportunities and threats to the assets of the Commissioner are
effectively managed Dorset Police will:

· Integrate risk management tools into the culture of the organisation and its activities.

· Raise awareness of the need for risk management at all levels of the organisation and those
partners, contractors and suppliers with whom we work.

· Ensure that any risk control measures are relevant to the level of risk, and that they are
proportionate to the probability and consequences.

· Enable the Commissioner and the Dorset Police to anticipate and respond to the changing
political, economic, social, technological, environmental and legal conditions within which
the Dorset Police operates, through application of the strategic/capability assessment
process.

· Continue to embed risk management activity for the identification, evaluation, prioritisation,
control and monitoring of risk and opportunity.
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· Ensure the Dorset Police procedures enable the use of dynamic risk assessment to be
undertaken on appropriate occasions, so immediate assessment of the situational risk,
personal skills and time pressures can result in the most appropriate action being taken.

· Minimise the financial impact of the risk.

· Implement assurance mapping to assess the reliability of risk mitigation measures and
ensure any assurance gaps are identified and controlled.

To achieve this, the following strategy will be adopted:

· The Force Risk Appetite on an individual risk basis will be determined. That is how much
risk the Force is willing and prepared to accept.

· The Corporate Risk Register will be supported by Command and Departmental Risk
Registers

· All risks to have an appropriate chief officer risk lead with specific responsibility to take
appropriate steps to monitor and mitigate each risk.

· All Corporate risks to be monitored by an appropriate Board

· Clear governance arrangements across the Force for managing risk, roles and reporting
lines.

· The necessary skills and expertise will be acquired and developed across Dorset Police.

· Risk assessment and risk management techniques to be embedded in all decision-making
processes, through the use of the National Decision Model.

· Adequate resources for risk financing and wider risk management activities will be ensured.

· Ensure that risk is considered in all policy documents.

· Relevant risk assessments to be linked to all job profiles.

· Toolkits, procedures and guidance for risk management for use across the Force to be
developed and made available on the Intranet site.

· Work with Partner agencies to ensure risk management is considered/applied in a
transparent consistent manner for all partnership work.

· Facilitate opportunities for staff to be able to raise operational and strategic risk issues.

· Integration of Risk Management into the Corporate Business Planning Cycle.

· Implement a process of risk assurance testing.

· Engagement in benchmarking activity to monitor and support force progress in embedding
Risk Management activity.
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· Liaison with other Police Forces, Commissioner’s and key partners to ensure that best
practice is shared.

All members of the Office of the Police and Crime Commissioner and the Dorset Police have a
role to play in the continuous identification and management of risk and opportunity.

These are summarised in the table below:

Summary of Roles and Responsibilities

Develop the
corporate risk
management

strategy

Agree and
support the need

for a risk
management

strategy

Provide advice and
support on strategy
development and
implementation

Implement the
strategy,

compiling a
risk register

and managing
risks

Share
experience of
risk and risk

control
issues.

Review the
effectiveness
of the strategy

The Police &
Crime

Commissioner
· • ·

Chief Constable/
Force Executive · · · ·

Strategic Risk
Management

Board and Risk
Manager

· · · · ·

Command/
Departmental

Risk
Leads

· · · ·

Employees ● ●

External Partners ●

Joint
Independent

Audit Committee
· · ·

Senior
Information Risk

Officer
· · · · ·

3.2 The Police and Crime Commissioner

The Police and Crime Commissioner has the overall responsibility for ensuring the efficiency and
effectiveness of Dorset Police and holding the Chief Constable to account for Policing in Dorset.
In relation to risk management this to be achieved by:-

· Agreeing and supporting the need for a risk management strategy.

· Reviewing the performance and outcomes of the risk management strategy.

· Receiving updates on the Corporate Risk Register.

· Challenging the Force on its ongoing management of risk.
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· Requiring a policy or strategy to be presented in order that assurance may be obtained and
constructive comments provided  where appropriate

· Representation of the Office of the Police and Crime Commissioner at the Strategic Risk
Management Board

3.3 The Joint Independent Audit Committee

The Joint Independent Audit Committee has specific responsibility for advising the Police and
Crime Commissioner and the Chief Constable on securing the efficient and effective
management of all resources and to agree the Force Risk Management Strategy. Specific
responsibility in relation to risk management includes to:

· Consider the effectiveness of the Police and Crime Commissioner and the Force risk
management policy and risk management arrangements

· Seek assurance that organisational risks are managed effectively

· Comment on and monitor the insurance programme, insurance and broker appointments,
the renewal processes and the arrangements for risk financing

· Seek assurance as to the continuing effectiveness of the Police and Crime Commissioners
and the Force business continuity arrangements

3.4 The Chief Constable and  the Force Executive

The main role, of the chief Constable and the Force Executive in relation to risk management is:

· To identify the key strategic risks that may affect the ability of Dorset Police to achieve the
objectives set out in the Police and Crime Plan.  These will be reviewed quarterly and the
responsibility for producing actions from the changes will be delegated to the Strategic
Risk Management Board.

· To ensure the Strategic Risk Management Board has adequate resources and the
authority to implement the risk management programme.

· To communicate with the Strategic Risk Management Board any issues that may affect
the identified key risks so the re-assessment can take place.

· To monitor Command Area and Departmental risk management activity as part of their
performance meetings.

· To support and champion the cause for embedding a culture of formal risk management
throughout the Force by endorsing the risk management strategy.

· To ensure that Risk Management is a standing agenda item for all Boards they chair and
that risks allocated to that Board are effectively managed.

· To act as a role model to the Force by embracing the philosophy and responsibility
detailed in the risk management strategy, specifically by ensuring all decisions and reports
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are supported with an assessment of risk involved.  In effect it is a written record of the
factors considered in the decision making process.

· To monitor the Corporate Risk Register as part of the monitoring of Force performance
against the delivery of the Police and Crime Plan.

3.5 Strategic Risk Management Board/Force Risk Manager

To meet quarterly, co-opting members to the group as the agenda requires.

· To ensure that Dorset Police has timely and appropriate risk identification and control
measures in place.

· To develop the Force Risk Management Strategy in conjunction with the Joint Executive.

· To provide advice and support on strategy development and implementation.

· To review and update the Corporate Risk Register.

· To consider new and emergent risks for inclusion in the Corporate Risk Register.

· To identify dependencies between risks on the Corporate Risk Register.

· To ensure risk management training and support is provided where required.

· Review Departmental Risk Registers

· To report shortfalls in risk management activity to the Joint Executive

· Ensure appropriate contingency arrangements are in place for ‘high impact’ risks.

· To share experience of risk and risk control issues.

· To engage on a Local, Regional and National level with Forces and other Public Sector
Bodies to ensure consistency and identify best practice.

· Monitor and review the Risk Management Policy and Strategy.

· To promote risk control initiatives.

· To advise the Joint Executive of the risk ranking of Corporate Risks.

· To ensure the review of Internal Control in support of the Annual Governance Statement is
carried out each year and subject to regular review and update.

· To consider data concerning Force Performance, such as: Audit, Her Majesty’s
Inspectorate of Constabulary inspections, Continuous Improvement findings in order to
identify new areas of risk or mitigation for inclusion in the Corporate Risk Register.

· To consider escalated risks from Departmental Registers for inclusion in the Corporate
Risk Register.
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· The Force Risk Manager to monitor new policy for compliance with the risk management
strategy

3.6 Command Team members and Heads of Support Service Departments

· To identify a risk lead for their specific area of responsibility.

· To ensure that support service departments have developed a Departmental risk register
and that it is monitored and maintained.

· To be aware of the risks that falls to their area of responsibility and those that arise
through their dependency on others.

· To provide data to evidence their application of risk management activity and to set the
individual risk appetite (risk score).

· To report on a quarterly basis to the Strategic Risk Management Board changes in their
risk register and the rank of those risks.

· To escalate risks with a very high score of 15 rating and above for consideration by the
Strategic Risk Management Board.

· To establish arrangements for including an assessment of risk in the planning, appraising,
authorising and controlling of their activities.   Current examples, of this are operational
orders, and the application of the National Decision Model.  The importance is for
management action to be seen to be proportional to the perceived risks and opportunities
and this to be recorded in a consistent manner.

· To identify the need for the training requirements of managers and staff with regard to their
particular roles and responsibilities.

· To ensure partnerships, new projects and other agreements with external bodies are
subjected to the same risk management appraisal.  This should be supported by
documented objectives and the roles and responsibilities of each party in relation to risk at
each stage of the project.

· To consider risk in decision making processes to ensure informed risk taking where
appropriate

· Ensure that staff, within their area of responsibility, understands the risks affecting their
area of work and specifically in their job role.

· Ensure that team briefings contain a risk agenda item to keep its control in the forefront of
service planning and operation e.g. Force Briefing Model

· To report promptly to senior management any perceived new risk or failure of existing
control measures.

· To ensure risk registers link to service plans and evidence structured decision making
processes that are aligned to the Force Capability Assessment.
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· To ensure their Command Area/Departmental policies are current and up-to-date.

3.7 Information Systems and the Senior Information Risk Officer

As an asset of considerable value, information needs to be effectively protected in a manner
which is reasonable and proportionate.

The Force’s Information Risk Appetite is concerned with risks associated with all information
including systems and determines the organisation’s risk tolerance for particular projects and
areas of business activity.

The Force Senior Information Risk Owner (SIRO) has ultimate responsibility for information
related risk.  This role is undertaken by the Deputy Chief Constable who will ensure that the
Force’s Information Risk Appetite is recorded and incorporated into Risk Management processes
and is the final decision maker for accepting risk outside the local systems’ level of acceptance.

For all local systems that connect to national systems or use data from national systems, the
National Information Risk Appetite will be used.  This requires any identified risks falling into the
National Information Risk Appetite to be escalated to the National SIRO for a decision via the
Information Security Officer, a post within the Professional Standards Department.

3.8 Employees and wider police family members

· All staff must have sight of the risk assessment relevant to their particular job/function/role.
This must be undertaken as part of the induction process and thereafter at staff annual
appraisal as part of the line management function.

· To identify and record new or changing risks in their tasks and job role.

· To understand that risk awareness is part of the Force culture and to undertake their role
with this in mind.

· To report promptly to their line manager any perceived new risk or failure of existing
control measures e.g. Force Financial Procedures.

· To understand the consequences of their decisions and actions upon the Force
performance, reputation and public perception.

· To comply with the risk mitigation requirements relevant to their role.

· To carry out dynamic risk assessments where appropriate.

· To carry out proactive risk assessments where time allows.

3.9 External Partners, Service Providers and Contractors

· To share knowledge of risk management and risk control issues.

· To be prepared to share risks in their undertakings with the Force and the Office of the
Police and Crime Commissioner e.g. Private Funding Initiatives
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· To co-operate with our risk reduction strategies e.g. Health and Safety Policy and
Procedure

4 Consultation and Authorisation

4.1 Consultation

4.2 Authorisation of this version

Version No:
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5 Version Control
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